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1. Application Overview
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1. Application Overview

« UWSGI: Web Server Gateway Interface
* Django Webapp on port 8000

* Bootstrap CSS + JS + html templates
* Virtual python env + separate user

* NO easy cross service attacks
* SQLite DB
* Tensorwow

* Numpy implementation of Tensorflow

* 500MB .h5 pretrained model



1. Application Overview: Database

db.sqlite3 - Sqliteman

File Context Database System

Schema | Pragmas

Database
* = main
v [=| Tables (9}

» auth_group
b auth_group_permissions
p auth_permission
» django_admin_log
b django_content_type
b django_migrations
b django_session
b jodlplatform_note

jodlplatform_user

4 Columns (&)
& Indexes (0)
b § system Indexes (1)
| Triggers (0)
= Views (0)
b %) System Catalogue (2)

Help

PR B @2 Q

1

= s & A &

.|

Full View | Item View | Script Output
password last login  id email name
1 32cebl4dabf/c28f8f37ffc9a7364a6b {null} 0 wenke.schubert@jodlgang.com  Wenke Schubert
2 'b5?15d9934281&f920c??5565c12bc?2 . {null} 1 mila.dietrich@jodlgang.com Mila Dietrich
3 b671bal66f3ebl0723e5726ff411edel {null} 2 leni.schmitt@jodlgang.com Leni Schmitt
4 b683chel128273d66bcl5eddd50a34ale {null} 3 maila.richter@jodlgang.com Maila Richter
5 134639232d5318079ed73d7249d27aldf  {null} 4 clara.gross@jodlgang.com Clara GroB
6 33189d99c0f7172cB5c0f50cbebf72fb {null’} 5 hannes.krueger@jodlgang.com  Hannes Kriger
7 8486e43f7987c827da0dd4685205aa6b {null’} 6 pia.hahn@jodlgang.com Pia Hahn

Tl T mila ficrhar@iadlaame cans I miln Cirrhar

- 1TThaAERATFARAAQAARATIAAIOIAERRON

Query OK
Row(s) returned: 256 (More rows can be fetched. Scroll the resultset for more rows andjor read the documentation.)

Col: 1 Row: 1/1

is_staff

o o O O O O O

Sqlite: 3.23.1




2. Problem analysis: backends.py

13 v class FaceAuthenticationBackend(object):

14 » def authenticate(self, request, **kwargs):

15+ it 'face img' not in reqguest.FILES:

16 raise PermissionDenied

17

18 try:

19 user = User.objects.get(email=kwargs["username"])

20 except User.DoesNotExist:

21 raise PermissionDenied

2

23 logger.debug("Retrieving face recognition CNN")

24 cnn = get face recognition cnn()

25

26 try:

27 logger.debug("Converting image to numpy array")

28 face img = np.array(Image.open(request.FILES[ 'face img'])).astype(np.float)
29 except Exception as e:

30 logger.error("Exception in face recognition: {} ({})".format(str(e), type(e)))
31 raise PermissionDenied

by |

33 if len(face img.shape) '= 3 or face img.shape[@] != cnn.input_height or face img.shd
34 logger.info("Dimensions mismatch")

35 raise PermissionDenied

36

before = time.time()

class probabilities = cnn.inference(face img[None, :1)[0]

after = time.time()

logger.debug("Inference took {} seconds ...".format(after - before))

most likely class = np.argmax({class probabilities)

if class probabilities[most likely class] <= 0.5 or user.id != most likely clas
raise PermissionDenied

return user
except Exception as e:
logger.error("Exception in face recognition: {} ({})".format(str(e), type(e)))

get user(self, user id):

try:
user = User.objects.get(id=user id)
return user

except User.DoesNotExist:
return None




2. Problem analysis

* Login with one of of 530 known emails

e “Password” Is an image
- Must be (cnn.input_width * cnn.input_width * 3)
- S0: 224 x 224 x 3 = square RGB
* Cnn.inference(face)
- Argmax
— must be >0.5



2. Problem Analysis: Model

|ﬂan:|min.p-'_-,.r @ Bbackendﬁ.py @ autiIS_py @

1 from tensorwow.model import FaceRecognitionCNN
from jodlplatform import face recognition cnn
from django.conf import settings
import numpy as np
import os

8 v def get face recognition _cnn():
global face recognition cnn
if face recognition cnn 1is None:
np.seterr(all="raise")

weights file = getattr(settings, "CNN WEIGHTS", None)
if weights file is None or not os.path.exists(weights file):
raise ValueError("Weights for face recognition CNN could not be found")

face recognition cnn = FaceRecognitionCNN()
face recognition cnn.restore weights(weights file)

return face recognition cnn




2. Problem Analysis: Model #2

[=] admin.py @ = backends.py @ = utils.py @ = model.py @

32 conv3 2 = ConvlLayer(3, 256, 256, RectifiedLinearUnit(
33 conv3 3 = ConvlLayer(3, 256, 256, RectifiedLinearUnit(
34 pool3 = MaxPoollLayer(2, padding=0, stride=2)

35

}, TruncatedMormalInitializer(r
}, TruncatedMormalInitializer(r

38 convd 1 = ConvlLayer(3, 256, 512, RectifiedLinearUnit(), TruncatedNormalInitializer(r
39 convd 2 = ConvlLayer(3, 512, 512, RectifiedLinearUnit(), TruncatedNormalInitializer(r
4H convd 3 = ConvlLayer(3, 512, 512, RectifiedLinearUnit(), TruncatedNormalInitializer(r

MaxPoollLayer(2, padding=0, stride=2)

45 convd 1 = ConvLayer(3, 512, 512, RectifiedLinearUnit(), TruncatedNormallnitializer(
46 conv 2 = ConvLayer(3, 512, 512, RectifiedLinearUnit(), TruncatedNormallnitializer(
47 conv 3 = ConvLayer(3, 512, 512, RectifiedlLinearUnit(), TruncatedNormallnitializer(
48 pool5 = MaxPoolLayer(2, padding=0, stride=2)

49

50 fco = FullyConnectedLayer(7 * 7 * 512, 4096, RectifiedLinearUnit(), TruncatedNormal
51 fc7 = FullyConnectedLayer(4096, 4096, RectifiedLinearUnit(), TruncatedNormalInitial
52 fc8 = FullyConnectedLayer(4096, 530, Softmax|/(), TruncatedNormallInitializer(mean=0,
53

54 v self. layers = OrderedDict([

55 convl 1", convl 1),

56 “convl 2", convl 2),

57 “pooll", pooll},

58
59

("
(
(
("conv2 1", convZ2 1),
("conv2 2", conv2 2),
("pool2", pooll),
("conv3d 1", conv3 1),
("conv3 2", conv3 2),
("conv3 3", conv3 3),
("pool3", pool3)},

65 ("convd 1", conv4 1),
(
(
(
(
(
(
(
(
(
("

66 "convd 2", convd 2),
convd 3", conv4d 3),
poold", poold),
convs 1", conv5 1),
convd 2", convb 2),
convb 3", conv5 3),
pool5", pool5),
"fce", fcB),

"fci", fc7),

fc8", fc8),

ey )

U & Wk

o R R O

(=)
—






Wait a second....

FullyConnectedLayer (4096, 4096, RectifiedLinear
FullyConnectedLayer (4096, 530, Softmax(), Trunca

layers = OrderedDict ([

Full View | Item View | Script Qutput

password last_login id email name
574 eecl7efaa74b036ceac599a61f60d74c {null} 523 moritz.schuster@jodlgang.com | Moritz Schuster
525 b60a95571e70159ee37e8dd1afddfe73 {null} 524 olivia.schwarz@jodlgang.com Olivia Schwarz
575 6f03979b4ed08clficeldeecbldfed10e {null} 525 sofia.frank@jodlgang.com Sofia Frank
577 b1148c5a6b91b9285ed4el111594d60a7d | {null} 526 malte.busch@jodlgang.com Malte Busch
528 59d7436e93e95a9178cd5fleadc5651d {null} 527 miriam.schwarz@jodlgang.com | Miriam Schwarz
570 C4cald4l159a509da603bdeaedecBOblae | {null} 528 fiona.gross@jodlgang.com Fiona Grol

530 7746780551ecd72d23f11558fed95041 {null} 529 laura.bauer@jodlgang.com Laura Bauer



3. Machine Learning: VGG
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3. Machine Learning: Softmax
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3. ML - The softmax issue

e Does this mean....

File:
File:
File:

File:

potato. jpg
bitconnect_dude. jpg
trump. jpg
bitcoin. jpg

User: Helena DO&ring

User: yarlene Schuster

User: Paula Hahn

Usei’ia Ingerfurth

Prob:
Prob:
Prob:

Prob:

o o o o

.63
.51
.99
.35



3. Machine Learning: CelebA Dataset

* Right: User: Theo-Fuchs.jpg from
network traffic (user 60)

* Bottom: CelebA Nt
- 200k images [EEESSEEEERERRGE - RS L

- 10k identities
- 178 x 218 px




4. The stupid solution

1.Take random CelebA image

2.Feed it to pretrained model

3.Get classifications — Same for every team
4.1f max(classifications) >%0% - JACKPOT
5.Save as id = argmax(classifications)
6.Repeat on many computers, merge images

7.Try every image-ID on every team, because you
forget Theo is #60 and you are team #60
Now they dump your traffic and reuse your images



4. The stupid solution: Code

from tensorwow.model import FaceRecognitionCNN
import json

import numpy as np

from PIL import Image

import os

import shutil

QO ~-NoOWU ks WwWwNPE

IMG DIR = "img align celeba/"
IMG OUT = "img out/"

cnn = FaceRecognitionCNN()

cnn.restore weights("cnn weights.h5")

v with open('jodlplatform/migrations/class label mapping names.json') as f:
name = json.load(f)

rand files = np.random.choice(os.listdir(IMG DIR), 1000)
v for f in rand files:

face img = Image.open(IMG DIR+f)
face img = face img.resize((224,224))

face img = np.array(face img).astype(np.float)[None, :]

probabilities = cnn.inference(face img)

userid = np.argmax(probabilities)

chance = probabilities[0,userid]

if chance > 0.5:
print(“Name",name[userid], "Probability",probabilities[0,userid], "Filename", f)
shutil.copyfile(IMG DIR+f, IMG OUT+str(userid)+".jpg")




5. The smart solution

» Import weights into Keras/Tensorflow like a sane
person - get x100 speedup on GPU

* Use a pretrained optimizer to maximize the class
of a given output: “AGHEMEEION Mmaximization’

e Get trippy images li

e Read “How conmvolutional
neural nets see the world”
to understand why

.....
........


https://github.com/raghakot/keras-vis/blob/master/vis/visualization/activation_maximization.py
https://blog.keras.io/how-convolutional-neural-networks-see-the-world.html
https://blog.keras.io/how-convolutional-neural-networks-see-the-world.html
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